Teppa rnmra mera TyTop Ha
Kamepbl

Ot leoprma Npnboeackoro



4TO HY*HO CKayaTb:

* NESCA - https://github.com/pantyusha/nesca (npamas ccbinka:
https://mega.nz/#!yZV3UDpY!6D5k-Dd1lamFOi_rzIhFM-
WU7cdN3pxR2mwsYilgedtU)

SmartPSS: https://dahuawiki.com/Template:SmartPSS


https://github.com/pantyusha/nesca

1 cnocob NESCA

1) Kayau HecKy n pasapxmuBupyu naponb: 24D87-801
2) 3anyckam nesca_3.exe
3) Co3pnam txt pamnn c ntobbim Ha3zBaHUem (Hanpumep:

Trockiy_fat.txt)

4) Anano3oHbl anunun — 3axo4mM Ha CamnT Hanpumep:
https://suip.biz/ru/?act=ipcountry

Jlydlle nckaTtb NO CTpaHam

nMbo HanTU APYron CamT A NCNONb3YIO 3TOT



https://suip.biz/ru/?act=ipcountry

[lanb

* Boibnpan ctpaHy
A BbIbpan benapycob
N HAa)*XMMaWn OTNPaABUTDL

Konnpym cKoNbKo Xxo4eLlb X TYT MHOFO

Bce IP moboii cTpassr

U100Er momyaute Bce [P agpeca kakoH-mOO CIpaHbl, EaM HYKHO EBIOpaTh HHIEPECYIOINVIO Eac CTPaHy M3 CHOHCKA. baza JaHHBIX IHanazoHoe [P
OOHORMAETCA Kk IeH Mecan. Janner cmcok [P c1pan cogepsmt [P u IPv6 agpeca.

Ilo yMoT9aHHE CIHCKH EEIEOJATCA OpAMO E Eed-Opayzep. Hz-2a Toro, 910 cimckH oueHE DOMBIIHE, Ha HEKOTOPEIX KOMIEIOTEPAX MOKET IOKA3aTECA, ITO
opayzep zaeHc. YTo0El 3TOr0 H3DEXATE, MOCTABETE TAT0UKY pAgoM co «Ckadare» B pesyIbTare EMECTO EEIEOLA Ha SKpaH AHanazoHs [P OyIyT ckadeHE! B
EHIE IIPOCTOTO TEKCTOEOTO daiiia.

Bu MomeTe mpocMoTpeTs H cKadart guanazoH:l 1P crpan B motammm CIDR. Ho npr enibope stoli omumn xoneepramua & CIDR momeT 2amate mMHOTO
epeMeHH. MokeT NOHaZOOHTCA HECKOIBKO MHHYT H Oollee — KOHKPETHOE BPEMA 3aBHCHT OT KOAHYECTEO SHANA30HOE 4ud KoHeeprammu. Odparure
eauManie, 910 41g CIDR motamme orcytetevior [Pv6 auanazoHsr!

Bac tacxe MOTYT 3aHHICPECOEATE CIASOYIOINHE CTATEH

» IP agpec

* Kak padoTaror KOMIBIOTEPHEIE CETH

» Beenenme B IPv6 anpeca: kAk NONRIOEATECA H KAK HCCIENOEATE CETh

s Kax no IP yapate Autonomous system B KOMAHTHOH cTpoke Linux B kak vaHatk Bce [P ARTOHOMHOH CHCTEMEL
o Kak yauare dokamsssie [P anpeca npopafinepa

Crpana: [Benapycs v|

[ Cgagars?
[ CIDR? (may be slow!)

| OuncTUTE | | OTnpaeuTe

TO0HI MOTYTHTH Ece LP aJpeca KakoA-THOO CTPAaHBI, BaM HYAHO EIOPATh HHTEDECYIOMYIO BAc CTPaHY H3 CHHCKA. basa J4HHEIX JHANAsOHOE 1P
obHoBMCTCA KaskmbLi Mecan. Tarmpiii crncox IP crpai conepart IP i IPv6 aapeca

To yaro: mpasio 3 Be6-Gpaysep. Ha-3a Toro, =ro crmcki oTexs SoTsmrie, Ha oswer 10

Gpaysep sasnc. UroBsr 3T0r0 HISEKATE, MOCTARETE FATOTKY PAAOM co «CKATATE» B PeSyTSTATe BMECTO BEBORA Ha Ixpa Auamasonst IP GyayT cxawexs: s
BHAC MPOCTOro TexcToBOTO daitta.

BEl MOK@Te TIPOCNMOTPeTS | CKadaTs Auanasoxst IP c1pan & Horamm CIDR. Ho npu BeiGope 5Toit omuin xomsepramis 3 CIDR MOKET 2aHATE MHOTO
Bperen. MoskeT NIOHRZOGHTCS HECKOTHKO MEHYT H G0lee — KOHKPTHOE BPEMA 34BHCHT OT KOTHMYRCTEO AHANG0HOB ATH KOHEepTamid. OOpariTe
eumvanme, wro s CIDR Hotamis otcyTereyior IPV6 Auanazomsil

'Bac Taioke MOTYT SQETCPCCORATS CICAYIONIHE CTATHIL

« IPanpec

* Kax paborator xovmsiotepssic cetn

* Baenenue & [Pv6 agpeca: xax u ceth

* Kak o IP ysnare system B i crpoxe Linux 1 kax yssats sce IP Astonommoi cacTensr
* Kak ysnars IP agpeca Hine]

5.44.44.0-5.44.44.255
5.45.208.0-5.45. 208,255

5.188.7.0-5.188.7.255
31.24.88.0-31.24,89.255
31.24.90.0-31.24.90.255
31.24.91.0-31.24.94.255
31,24.95,0-31.24.95.255
31.130.200.6-31.13.207.255
531.145.250.0-31.148.251.255
31,222,240.0-31.222,240.255
34.99.32.6-34.99.35.255
34.103.32.0-34.103.33.255
37.9.66.0-37.9.66.255
37.17.0.0-37.17.9.255
537.17.10.6-37.17.10.255
37.17.11,0-37.17.37.255
37.17.38.6-37.17.39.255
37.17.40.0-37.17.46.255
57.17.47.0-37.17.47.255
37.17.48.0-37.17.58.255
37.17.59.6-37.17.59.255
537.17.60.0-37.17.66.255
37.17.67.8-37.17.67.255
37.17.68.0-37.17.69.255
37.17.70.0-37.17.70.255
37.17.71.8-37.17.72.255
37.17.73.8-37.17.73.255
37.17.74.8-37.17.74.255
37.17.75.0-37.17.77.255
37.17.78.8-37.17.78.255
37.17.79.6-37.17.97.255
37.17.98.0-37.17.98.255
37.17.99.8-37.17.111.255
37.17.112.6-37.17.113.55
37.17.113.56-37.17.113.199

17.115.103 ™
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B e filtered_outy MPOYWTATE  anal.py govnohtml  Trocki:

BctaBb 4To Tbl cKOnNMpoBsan B Trockiy fat.txt |

U -

N B HecKe 3anau B import T
N 8 PORTS Hanuwwn 37777 57,05 135.
N Haxxkmn Import&Scan u Bbibepu Trockiy fat.txt o
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MESCA 3 :: Revealing the Unseen Horizon

out the import file in d

TIMEQUT




MESCA 3 :: Revealing the Unseen Horizon

wJobs Dlataflow

Ona Haxyu

TIMECUT

[Towno noexano

OHO MOXeT A0ATro noabepaTtb TaK YTO
Mpuaertca XKaaTb a TaK e MoryT bbiTb
3TN KPacHble oWwnbKu

2025" successfully created.

MoKa ABMraeTcs 3Ta XyMHA U
MepebupaeT annm 3HaAYNUT BCE
Pabotaer




& MNESCA 3 :: Revealing the Unseen Horizon

(S |[T5-Track | Wobs | Datadlow

HanageHHaa kamepa byaeT BbIMIAAETh BOT TaK:

FORTS IFTET Diefault ports

THREADS 200 TIMEQUT

Tenepb KaK
NOCMOTPETb e€??

CkaumBaii 1 yctaHaBanBai SmartPSS. Mocne Toro Kak Bce caenaellb Kak >

== 18271200

NonpocuT nporpamma y teba byger Tak: " o

EE.2(4.75.186

Operation

i i ; [1Z:06:00]["] Directory “fresult_files-13_4_2025" already exists. Erm: 182
O I I.i [13:06:00]["] List loader - [0K] [BS53T hosts)
i [13-08:00][0K] Login list loaded (38 entries)

[1Z:0800][0K] Fassword list loaded [E5 entries)

LxsView Acceas i¥iceo Wall Attencance [2:06:00][0K] S5H Password list loaded (37 entries)

[12:06:00][0K] ''FLogin list loaded [3 entries)

[1Z:06:00][0K] WFFassword list loaded [10 entries]

[12:08:001[0kK] FTF login list loaded (4 entries]

[30700] [EA]; T [FWI] VI VES olient required.

Search

@ m @©

Playback People Counting Heat Map

Configuration

< <4 &

Devices Device CFG Event Config Tour & Task




Hayxmu Ha Device HaXmun Ha add

evices 0 2 Bt — O X
Configuration Sl e . ? + 13:13-10

) Auto Search -+ Add 1 Delete . import 4" Export All Devices: 24 Online Devices: 7

é All Device Enc

0 7. o g ulew
Devices 50,158,142 C X W W00 @ VZ& > 3E ]

PBBT

Add, delete, modify device.

Mpnayman MMma Kamepe U HanuLK ip IOTMH N Naponb
KOTopas BblAana Hecka U HaxKMu Ha add MoTom HaXXMu NAKOCKK U Bbibepwu Live View
Manual Add

SMART PSS Device CFG  Live View(1) Devices

Device Name: Mpuoymaii Kamepe

Method to add: IP/Domain
Operation

IP/Domain Mame:

© L & 9

4

Paort:

Live View Access Video Wall Attendance
Group Name: Default Group

User Name: admin

Password: | seees|

Save and Continue Cancel



* 34eCb MOXHO BblOpaTb CKO/IbKO OKOLLEeK byaeT (cHM3y cnpaBa) U HaXKMK 2 pa3a Ha KamMepy KOTOPYIO
nobasun

® o) 2 s —d X

SMART PSS Live View(2) ~Device CFG  Live View(1) Devices =+ Device CFG  Live View(1)  Devices 4F )

Organizations

PRTRTRT Searching video... Searching video...

£ SOSUUUUSUS
B ds

& govno

| e
@ huina / / 04-19-2025 Sat 11:46:12

& Mpunywiaii kamepe

@ Pares N ,, !'n "
b mungen NN W, S 1 Searching video...
» hdsadas £ /

Original ¥




31eCb MOXXHO OpPaTb B MUKPOGDOH NN
NOACAYLWMBATb

He BO BCeX Kamepax MOXHO, HO eC/1In Yy KaMepbl TAKOM 3HAYOK

3HAYUT TOYHO MOXKHO © 5.250.158.142

\ Tak ske Hecka moskeT CBepHyTCA

Ecnn xouewwb bbicTpee 3aTecTUTb BBEAM TaK e Tbl MOXeLWb 6paTb 13 3TOro canTa
3TOT AMano30H B txt dbaitn ip N BCTaBUTb OANH AMAN030H Ha CalTe HaNMCAaHHO CKONbKO byaeT
yekaTtca (popmart B txt paine Ha ogHy cTpoky: 0.0.0.0-255.255.255.255)
93.190.0.0-93.190.255.255 https://lite.ip2location.com/kazakhstan-ip-address-ranges?
lang=ru
HauaneHeii IP-appec KoHeuHrl# IP-agpec Obuwee KONWYECTED

103.106.3.0 103.106.3.255 256



2 CIMOCOB: NMOPT 8000

Ot lNpaBocnaBHoro beca



TyT TOXXe camoe Kak ¢ 1 cnocobom, HO Haao cKayaTb ewe 1 npory

ccbinka: https://www.hikvision.com/en/support/download/software/ivms4200-series/

iVM5'4200 V3-12-2-3_E Q » Nopgepwweate ) Ceauate ) [Mporpammu

YT0 Ml Npeanaraem 3arpy3Kka nporpaMMHoro 0BeCneYeHIA [ipyrie 3arpy3kn Kak CHUMaTb BUJED CCulnkm Mo Te

Kak ckauaTtb?

Niewb «3arpyska nporpammMmHoOro obecrnevyeHmns»

3arpysKa nporpaMMHOro o6ecrneyeHms
HaXXMMaelllb U cKaumBaellb

iVMS-4200(v3.12.2.3.E) iVMS-4200 MAC v2.0.0.18

MAuirmtzae ca =i smrsa



Please, read about the import file in do_not_read. bt

FORTS AFTFTT.E000 :Oefault porks

It 36

THREADS 200 TIRKEDUT

Ana npownsku nameHaewb nopT Ha 8000 KaK TyT -

/1 noToM npolumBaellb




Device

i & ! Export D... £

| Security Level | Resource Us...| Firmware Upgrade Operation

SH1620151.,  Weak

Encoding D...  RVI-IPC

Korga Hawen annu 1o 3axoam B lvms-4200 v Haxkmmaewb «add» -




Adding Mode: IP/Domain () IP Segment () Batch Import

) OTAP

Add Offline Device
Mame

Address

TLS

Koraa HaXan seau AaHHbIe aunu -

(i) Check the device port No., and edit...

User Name ‘ |

Password

Synchronize Time

mport to Group
Set the device name as the group

(i) name and add all the channels

connected to the device to the group.

Add and New Cancel




KcTtaTt 3a6bin Haxkmu Ha «Device Management» gnda annu - Device Management

Korga Bce caenan Haxmm Ha - ﬁ




[lo3apaBnAto, Tenepb Tbl CMOTr NOAKAOUYUTL Kamepy Yepe3 8000 nopTa

Camera 13_213.193.0.242 Main Stream(201.72kbps, 1280°720, 10fps)

04/ 26/ 2025 Sat 18: 12 11 (0 Y

o' -
"‘.f_-’;'\-'t 2 2

L]

Camera 13

Haxkmu Ha MMKpO 4TOObLI pabotan AgMHamuK - _ cz
@ ® B ® & @ » &
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